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Abstract—Due to the high level of corruption, insufficient
financial control and monitoring of financial transactions, the
financial system of Ukraine has become a very attractive target
for illegal financial activities and illegal financial flows. This
determines the relevance of research compliance risks of
financial transactions, the peculiarities of their organization in
the field of monitoring the parameters of economic security of the
state. The purpose of the study is to determine the
methodological and organizational framework for monitoring
financial transactions to develop practical recommendations for
improving the organization of financial investigations of doubtful
financial transactions. The scientific novelty of the study is to
model the parameters of monitoring dubious financial
transactions. The practical significance of the work is in
determining areas for improving the analysis of the parameters
of monitoring dubious financial transactions
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I. INTRODUCTION

With the growing complexity and dynamism of the
globalization of economies and financial markets in the
systems of economic security of states, the importance of
monitoring the processes of shadowing and corruption is
growing. Money laundering through various models and tools
is one such process. The actualization of research on scientific
and practical problems in identifying and preventing the risks
of money laundering is due to the exacerbation of economic
and global crises, the growth of fraud and terrorism in all
countries in recent years. Due to the underdeveloped financial
system, high levels of corruption, poor financial control and
monitoring of financial transactions, Ukraine's financial system
has become a very attractive target for illegal financial
activities and illegal financial flows. Thus, the monitoring of
money laundering technologies, which is a threat to financial
security, is part of the system of analysis of the parameters of
economic security of the state. Financial transactions of
legalization of illegal income have a distorted essence, without
changing their form, characteristics and properties of typical
financial transactions. That is, at some point, ordinary financial
transactions may have a hidden purpose, although their
characteristics do not change, and therefore the existing
mechanisms of counteraction do not detect them. Other
problems in identifying doubtful financial transactions include
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the following factors: the branching of financial institutions
and the number of financial transactions; mobility of transfers
and ease of use of financial services [1,2].

Financial transactions have problems identifying and
proving their doubt in the following circumstances: if the
financial transaction is confusing or unusual; is a set of related
financial transactions that do not have an obvious economic
meaning or obvious legal purpose; in case of revealing the facts
of repeated financial transactions, the nature of financial
transactions gives reason to believe that the purpose of their
implementation is to avoid the procedures of mandatory
financial monitoring or identification of the client [3-6]

Thus, the detection and analysis of doubtful financial
transactions is a multifaceted problem. In addition, the
dynamics of economic and financial processes, legislative
changes lead to changes in models and tools of money
laundering obtained illegally. These circumstances at the
theoretical level require the development of new
methodological support for the detection and analysis of
dubious money laundering operations at the macro and micro
levels of government. At the practical level, the uncertainty of
identification and analysis of doubtful transactions necessitates
the clarification of regulatory procedures for financial
monitoring and the development of methodological support for
their practical application.

The objectives of the study are: to determine the
importance of financial monitoring for the economic security
of the state; streamlining the tasks of monitoring the parameters
of the economic security financial component; description of
financial monitoring  methodology;  development  of
methodological bases for monitoring dubious financial
transactions.

Il. MATERIALS AND METHODS

2.1. FINANCIAL MONITORING AS A TOOL FOR ENSURING
ECONOMIC SECURITY

At present, ensuring the economic security of the state and
economic entities is becoming the primary and most important
characteristic of the quality and state of the economy. The most
important component of economic security is financial. Its
provision provides for the functioning of the system of
financial monitoring of operations in the financial sphere.



The financial security strategy must clearly define the
objects, forces, means and methods of ensuring the security of
all economic entities in the field of financial relations on
money laundering, money laundering and terrorist financing
[3,6]. The reasons for the concept of "monitoring" are:
increasing instability of the external environment, which
requires a rapid response of the management system,
increasing its level of adaptability and flexibility; the need to
shift the emphasis from controlling past events to anticipating
and developing scenarios for responding to future changes; the
need to track information about the state of financial resources
in real time in terms of information overload.

The financial monitoring system in Ukraine covers virtually
all financial service providers and provides for close
cooperation between various ministries and agencies.
Coordination of financial monitoring entities and their
methodological support is entrusted to a specially authorized
body - the State Financial Monitoring Service. According to
the law, the system of financial monitoring is two-tier - primary
financial and state financial monitoring [3]. The Ukrainian
system of financial monitoring, in contrast to foreign
counterparts, is endowed with much greater powers - it not
only receives information, analyzes and publishes reports, but
also conducts financial investigations. The functioning of a
comprehensive system of economic security with elements of
financial monitoring is carried out using the following
principles:

- complexity (system) - the need to create a security system
that would ensure the security of all facilities;

- timeliness - early detection of threats and prevention of
their harmful effects; continuity - the constant action of the
system;

- legality - the entire system of economic security and its
functioning must be built in accordance with existing legal
norms in the country;

- planning - security activities are organized on the basis of
a comprehensive program and specific plans in certain areas of
security;

- economic feasibility - the cost of measures to ensure
economic security should not exceed the cost of economic
results,

- confidentiality - a number of ways, means, methods of
security must be concealed and known to a very narrow circle
of specialists;

- competence - professionalism of all participants of the
monitoring system [7,8,9]

Thus, the Ukrainian system of financial monitoring of
economic security itself conducts financial investigations. Its
activities are aimed at protecting public interests, as well as the
preservation of significant amounts of confidential financial
information [6].

In the current conditions of cyclical crises, the growth of
the shadow economy and terrorism in the world, the
functioning of the financial monitoring system should be
considered as a tool of active management that allows a higher
level of flexibility and adaptability of financial planning, forms
a rapid response to internal and external changes. to ensure

economic security as subjects of primary monitoring and state
monitoring [3,7].

2.2. ANALYSIS PARAMETERS MONITORING OF THE STATE’S
ECONOMIC SECURITY

It is recommended to monitor the parameters of economic
security of the state taking into account the data of financial
monitoring of money laundering on the basis of creating a
single information space by means of integration of
information resources. Legalization (laundering) of proceeds
from crime (CC) includes any actions related to a financial
transaction or transaction with proceeds from crime, as well as
actions aimed at concealing or masking the illegal origin of
such proceeds , or possession of them, rights to such income,
sources of their origin, location, movement, change of their
form (transformation), as well as the acquisition, possession or
use of income obtained by criminal means [2,9].

It should take into account the goals and objectives of
monitoring (See Tabl.1).

TABLE I. GOALS AND OBJECTIVES OF MONITORING ECONOMIC

SECURITY PARAMETERS

Objectives Tasks
information interaction of all implementation of short-term
authorities to ensure economic | forecasting of the development of the
security; most important processes in the socio-
economic and financial spheres;
operational monitoring of the state of
the socio-economic and financial
spheres

control over the state of
threats to the economic
security of the state and
regions;
elaboration of proposals on a
set of measures aimed at
eliminating negative trends
and phenomena, as well as on
the participation of state
authorities in providing
assistance to the regions;

current analysis on the basis of spatial
and temporal coordination of
information flows on the state of
monitoring objects, which are formed
by various executive bodies and other
organizations of all forms of
ownership that participate in the
monitoring;
timely identification of changes
occurring in the socio-economic and
financial spheres of the state, and the
reasons that caused them;

prompt provision of public
authorities of Ukraine and its
subjects with information on
the state of threats to
economic security, their
nature, possible consequences,
as well as forecasts in this
area;
assessment of the
effectiveness of methods,
organizational structures and
management processes in
relation to public authorities
and management, self-
government bodies,
enterprises and organizations
of all forms of ownership;

prevention of negative tendencies
leading to the formation and
development of centers of tension in
the socio-economic and financial
spheres, threatening the economic
security of the state;

a Developed by authors with data from [5].

Monitoring data in quantitative and qualitative indicators
allow to predict and modeling the impact of both negative and
positive trends in the system of economic security protection.
And this, in turn, will allow to build an algorythmization of the
management system at all levels of implementation of the
policy of protection of national interests of the country in the
sphere of economy.



In order to achieve the goals of monitoring the parameters
of economic security, appropriate organizational and
methodological support is required, in particular regarding:
collection and evaluation of information using thresholds and
economic security criteria; obtaining information on the state
of threats to the economic security of the state and regions;
determination of levels of control over ensuring economic
security: state, regional, territorial; operational analysis of
monitoring data, use of mechanisms to prevent threats to
economic security [5]

At the state level, monitoring is carried out in favor of
sustainable development of Ukraine's economic system and is a
system of continuous monitoring and analysis of the socio-
economic and financial spheres, operational regulation of
elimination of negative trends and phenomena in their
development and use of potential. At the regional level,
monitoring is a system of short-term forecasting of the
dynamics of processes and phenomena, operational monitoring
of the current state of the parameters of sustainable
development and economic security. At the level of business
entities, the monitoring of economic security of the state
involves tracking dubious financial transactions and their
participants in order to develop measures to prevent the risks of
shadowing and money laundering. According to Ukrainian
legislation, high risk is based on the results of the analysis of a
set of defined criteria, which indicates a high probability of
using the business entity to legalize (launder) proceeds from
crime and / or terrorist financing [2].

2.3. METHODOLOGICAL BASES OF DEVELOPMENT
FOR MONITORING PARAMETERS ANALYSIS

Detection of dubious financial transactions in terms of
creating preventive measures for economic security of business
entities and the state in general involves monitoring and
analysis of data on internal and external financial transactions
and their participants. A necessary condition for ensuring the
economic security of the state is the security of business
entities and the detection of signs of certain financial violations
in their financial transactions. Such violations can be detected
using the results of typological studies conducted by the State
Financial Monitoring Service (SFMS) of Ukraine [1]. The
main characteristics of typological schemes include: form of
conduct - financial transactions; method of carrying out -
moving, masking, transfer of financial assets; the result is the
possession of financial assets obtained illegally. This takes into
account the types of financial transactions, typical legal entities
and individuals. As a result of observations on the number of
dubious transactions in certain areas of business activity, a
typological scheme of money laundering is modeled both
within the national market and at the international level. In the
analysis of financial transactions is the identification of persons
involved in their implementation.

At the same time, financial transactions carried out by
public figures and persons against whom international
sanctions have been applied are determined, and the
possibilities of wusing fictitious business structures are
established [2]. As noted in the research [7] of the
intergovernmental body that develops policies to combat
money laundering and promotes its implementation at the

national and international levels, the most commonly used
methods of legalization are shown in Table 2

TABLE II. THE MAIN OPERATIONS OF MONEY LAUNDERING
Model stage Type of operation
Smurfing Shredding of deposits, structuring of

cash transactions without exceeding the
limit established by law
Exchange transactions
Correspondent and transit accounts,
Transfer of funds abroad
Use of fictitious persons

Use of correspondent
relations of banks

Contraband

Hidden placement Use of sink companies
Use of credit cards
Use of cryptocurrencies
Investing legally
Illegal use of exceptions to the law

a.

Legalization

Developed by authors .
According to the SFMS, the participants in suspicious
financial transactions in the materials submitted to law
enforcement agencies were officials, state bodies or local
governments and persons equated to them. The following were
used as money laundering instruments: financial assistance
(loans); cash; deposits; securities and others [9,10,14].
Economic analysis of financial transactions of money
laundering is the transformation of investigated and verified
information received by the subjects of primary financial
monitoring in the form of financial monitoring through the
interpretation and integration of all collected data.

The method of analysis of doubtful financial transactions
can be divided into the following stages: verification of the
received data on business entities or financial transactions,
officials; development of a working hypothesis regarding their
involvement in money laundering; collection, evaluation and
verification of additional information about the surveyed
business entities, officials and financial transactions;
identification of preconditions for doubtful financial
transactions; development of preliminary conclusions on the
affiliation of financial transactions to typological schemes;
combination of sources and assets of financial transactions in
typological schemes of money laundering.

The dynamics of informing about financial transactions
received by the SFMS for 2015-2019 indicate an increase in
the number of materials on dubious financial transactions
registered with the SFMS in 2.5 over the past 5 years.[10-12].
This may indicate both an increase in the volume of financial
monitoring and an increase in the number of dubious financial
transactions in the field of money laundering.

I11.RESULTS AND DISCUSSION

3.1. MODELING OF ECONOMIC
MONITORING PARAMETERS

To organize an effective system for monitoring security
parameters, it is advisable to use the model of "three lines of
protection”, which is shown on Fig. 1. The triple protection
model is widely used in foreign practice [4,5,8]. The
organization of an effective system for monitoring the security
parameters of financial transactions provides for the following

SECURITY



procedures: customer risk assessment, which is used to collect
all  financial transactions and customer identification
information to establish the appropriate level; measuring the
risk of financial transactions used to identify accounts
associated with transactions that lead to potential risks for
analyzing the behavior and consequences of risks, which is
used to identify suspicious schemes in transactions that lead to
potential security risks; document management and reporting
tools used to alert relevant employees about risks and generate
reports on these risks.

Effective application of the model has the following
advantages: flexibility in the application of the safety risk
compliance procedures; effectiveness of assessment through
the ability to realistically assess and reduce specific risks;
proportionality of the application of preventive measures
(resources should be directed to where the greatest risks are
identified).

[ The first protection line ]

—

direct work with participants in financizl transactions at risk;

providing reports on the current stage of state security risk
management;

[ The second protection line ]

e

development, implementation and continuous development of state

A, R

security risk management system;

formation of consolidated reporting on the results of EB monitoring;

[ The third protection line J

T

assessment of the effectiveness of the compliznce risk management
system at the macro level;

assessment of the effectiveness of the monitoring and internal control,
system.and the micee lavel;

Fig. 1. Model of organization an effective system for monitoring the
parameters of financial transactions economic security (created by authors)

3.2. MODELING OF THE ANALYSIS FOR
FINANCIAL TRANSACTIONS AND THEIR SUBJECTS

The analysis method with the compliance risks of financial
transactions for economic security are shown in Tabl. 3 [8].
Algorithms for identifying the risks of money laundering of
business entities with non-transparent forms of ownership are
presented in the work [6]. The methods of analysis of security

parameters of financial transactions include: monitoring the
size of the financial transaction, transaction analysis based on
comparison with regulatory indicators and signs of
fictitiousness, assessment of risk factors, control of fictitious
criteria of financial transactions, adaptation of financial
transaction and client data.

TABLE III. PROCEDURES FOR FINANCIAL TRANSACTIONS RISK ANALYSIS

Stages of analysis
and evaluation
Identification

Procedures of analysis and evaluation

Identification of threats and risks for individuals;
Carrying out of classification of the revealed risks
for individuals
Forecast of the level of consequences
Individual risk assessment (client risk, individual
risk, service risk)

Defining risk criteria and assessing their level
Carrying out of the repeated analysis of individual
risks (if necessary)

The choice of method of individual risk assessment
Development of individual risk management
strategies
Continuous monitoring of individual risks
Adjustment of changes in risk management
Reporting on the implemented risk management
measures

b. Developed by authors .

Monitoring the parameters of doubtful transactions
involves procedures for the transition from monitoring the
transaction to monitoring the activities and behavior of the
client.[13,14]. Behavioral data: lack of data for proper
verification, incomplete or dubious information, unclear
explanations of the nature of activities, nervousness for no
apparent reason or atypical behavior, unusual interest in the
internal financial monitoring system, cancellation of a
financial transaction after requesting supporting documents or
clarification, insistence on the urgency of the financial
transaction and nervousness, offering various forms of
gratitude for the financial transaction, excessive justification
of the financial transaction and lack of links with illegal
activities, lack of knowledge about financial transactions at
their own expense. The client's activity is characterized by the
following data: inability to confirm the client's phone number
and e-mail address, the presence of a large number of accounts
or payment cards that do not meet business needs, the nature
of the financial transaction indicates the presence of another
clients that are unknown for bank, the presence of a
representative who manages unrelated accounts.

Characteristics of external and internal factors of risk of
legalization of dubious income involves their division into
external  (socio-economic, geographical) and internal
(organizational, financial, informational, technological).

A high risk of financial transactions is established in
relation to the following clients of individuals involved in
dubious financial transactions: clients whose place of
residence (stay, registration) is a state that does not comply
with the recommendations of international organizations to
combat money laundering or terrorist financing or the
financing of the proliferation of weapons of mass destruction;
clients included in the special list of persons; foreign public
figures, members of their families and persons associated with

Analysis

Reaction

Control




such politically significant persons, as well as clients, the
ultimate beneficial owners of which are these persons;
customers in respect of whom or their beneficial owners
special economic sanctions have been applied; clients whose
place of residence (stay, registration) is the state, referred by
the Cabinet of Ministers of Ukraine to the list of offshore
zones [3,6,10,15]

Analysis of data on dubious transactions, fictitious legal
entities, beneficial owners and officials is the basis of
information security of business relations of business entities.
Often the monitoring of business relations involves procedures
for the transition from monitoring the operation to monitoring
the activities and behavior of the client, involves the use of
certain methods of control [4]. These methods include:
monitoring the size of the financial transaction, analysis of the
transaction based on comparisons with regulatory indicators,
risk assessment of financial security, adaptation of data on the
financial transaction and the client.

IV.CoNCLUSION AND FUTURE WORK

Modeling the analysis and assessment of economic security
of financial transactions involves the use of developed
methodological frameworks. The use of methods of analysis of
financial transactions contains three analytical research
complexes: analysis of potential risks and threats to the
economic security of financial transactions; analysis of the
results of monitoring the parameters of participants in financial
transactions; analysis of criteria for identifying doubtful
financial transactions and their participants. Modeling of
parameters of financial transactions involves the use of the
following data: compliance with legal requirements in the field
of economic security of financial transactions, taking into
account the criteria of typological research and the use of
standard criteria for customer identification and fictitious
transactions. For improving the methodological basis of
monitoring and analysis of the parameters of economic security
of financial transactions, it is recommended: the use of the
model of "three lines of protection”, which is widely used in
foreign practice; such additional procedures for identifying
signs of doubtful financial transactions: transfer of funds
abroad; financial transactions with cash; financial transactions
of politically significant persons, members of their families or
related persons; financial transactions involving ties with Iran
or North Korea. simplification of the procedure for conducting
low-risk financial transactions; clarification of the list of
politically significant or public figures. Systematization and
automation of additional identification criteria, namely
"threshold" and "suspicious" financial transactions and the
introduction of additional procedures to identify signs of
doubtful financial transactions determines the subject of further
research. The developed methods and procedures for detection

and analysis of dubious financial transactions are the basis for
clarifying the typological schemes of money laundering. This
determines the direction of further research on measuring the
risks of business relations in the system of economic security at
all levels of management and software design procedures for
detecting and analyzing doubtful financial transactions.
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